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Amendm ents to the Claims: 

This feting of claims will replace all prior versions and listings of claims in 
this application: 

listing of Claims: 

1 , (Currently Amended) A processor-implemented method of protecting a 
title key for a recordable media content in a secure distribution system, 
comprising: 

creating an encrypted content/title key package by encrypting the 
title key along with the recordable media content; 



transmitting the encrypted content/title key package to a media 
recording device; 

extracting an encrypted title key from the encrypted content/titie 
key package; 

obtaining a media key block and a media ID from a physical media; 
transmitting the encrypted title key, the media key block, and the media ID 
to a clearinghouse server utilizing a title key decryption/encryption module^ 
wherein the clearinghouse server does not pre-sfore the tit ie key ; 

decrypting the encrypted title key; 

deriving a unique media key for the physical media; 

creating a re-encrypted title key by encrypting the title key with the 
unique media key; and 

transmitting the re-encrypted title key to the media recording device 
to record on the physical media with the recordable media content. 
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2. { Original) The method of claim 1 , further comprising encrypting the 
recordable media content with the title key. 

3. {Original) The method of claim 2, further comprising randomly selecting 
the title key, 

4. (Original} The method of claim 2, wherein encrypting the title key 
comprises encrypting the title key with the recordable media in a manner 
agreed upon between a recordable media content repository and the 
clearinghouse server for processing the title key. 

5. (Original) The method of claim 4, wherein encrypting the title key 
comprises encrypting the title key with a common key that is agreed upon 
between the recordable media content repository and the clearinghouse 
server. 

6. (Original} The method of claim 4, wherein encrypting the title key 
comprises encrypting the title key with a public key that is provided by the 
clearinghouse server. 

7. (Currently Amended} The method of claim 4, wherein encrypting the 
title key comprises encrypting the title key with a key obtained from a the 
media key block. 
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8. ( Original) The method of claim 4, wherein the recordable media content 
repository stores the encrypted confenf/titie key package for any of sale or 
distribution to a user, 

9. (Original) The method of claim 4, further comprising transmitting the 
encrypted content/title key package to the media recording device. 

10. (Original) The method of claim 1, further comprising extracting the 
encrypted title key from the encrypted content/titie key package, 

1.1. (Original) The method of claim 10, further comprising decrypting the 
encrypted title key using the media key block and the media ID. 

12. (Original) The method of claim 1 1 , further comprising deriving a media 
unique key from the media key biock and the media ID. 

13. (Original) The method of claim 1, further comprising recording the 
content and the re-encrypted title key on the physical media. 

14. (Original) The method of claim 1 , further comprising transmitting a digest 
of the media key biock to the clearinghouse server instead of a complete 
media key biock. 

15. (Original) The method of claim 14, further comprising determining from 
the digest of the media key biock whether the media key block has been 
previously seen. 
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1.6. (Original) The method of claim 15, further comprising requesting the 
media key block from the media recording device if the title key 
decryption/encryption module determines the media key block has not 
been previously seen, 

1 7, (Currently Amended) A computer program product having a set of 
instruction codes stored on a computer-readable medium, for protecting a 
title key for a recordable media content in a secure distribution system, 
comprising: 

a first set of instruction codes for creating an encrypted content/title 
key package by encrypting the title key aiona with the recordable media 
content; 

a second set of instruction codes for transmitting the encrypted 
content/title key package to a media recording device; 

a third set of instruction codes for extracting an encrypted title key 
from the encrypted confent/titie key package; 

a fourth set of instruction codes for obtaining a media key block and 
a media ID from a physical media; 

a fifth set of instruction codes for transmitting the encrypted title key, 
the media key block, and the media ID to a clearinghouse server utilizing a 
title key decryption/encryption module , wherein the clearinghouse server 
does..nolpre-itore.theJjfie.My ; 

a sixth set of instruction codes for decrypting the encrypted title key; 

a seventh set of instruction codes for deriving a unique media key for 
the physical media; 
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an eight set of instruction codes for creating a re-encrypted title key 
by encrypting the title key with the unique media key; and 

a ninth set of instruction codes for transmitting the re-encrypted title 
key to the media recording device to record on the physical media with 
the recordable media content. 

18. (Original) The computer program product of claim 1 7, further comprising 
a tenth set of instruction codes for encrypting the recordable media 
content with the title key. 

19. (Original) The computer program product of claim 18, further comprising 
an eleventh set of instruction codes for randomly selecting the title key, 

20. (Original) The computer program product of claim 18, wherein the third 
set of instruction codes encrypts the title key with the recordable media in 
a manner agreed upon between a recordable media content repository 
and the clearinghouse server for processing the title key. 

21 . (Original) The computer program product of claim 20, wherein the third 
set of instruction codes encrypts the tifie key with a common key that is 
agreed upon between the recordable media content repository and the 
clean ng ho u se server. 

22. (Original) The computer program product of claim 20, wherein the third 
set of instruction codes encrypts the title key with a public key that is 
provided by the clearinghouse server. 
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23. (Currently Amended) The computer program product of claim 20, 
wherein the third set of instruction codes encrypts the titfe key with a key 
obtained from a the media key block, 

24. (Original) The computer program product of claim 20, wherein the 
recordable media content repository stores the encrypted content/title key 
package for any of sale or distribution to a user. 

25. (Original) The computer program product of claim 20, further 
comprising a twelfth set of instruction codes for transmitting the encrypted 
content/title key package to the media recording device, 

26. (Original) The computer program product of claim 17, further 
comprising a thirteenth set of instruction codes for extracting the encrypted 
title key from the encrypted content/title key package. 

27. (Original) The computer program product of claim 26, further 
comprising a fourteenth set of instruction codes for decrypting the 
encrypted title key using the media key block and the media ID. 

28. (Currently Amended} The computer program product of claim 27, 
further comprising a fifteenth set of instruction codes for deriving a the 
media unique key from the media key block and the media ID. 
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29. (Original) The computer program product of claim 17, further comprising 
a sixteenth set of instruction codes for recording the content and the re- 
encrypted title key on the physical media. 

30. (Original) The computer program product of claim 17, wherein the 
sixteenth set of instruction codes further transmits a digest of the media key 
block to the clearinghouse server instead of a complete media key block, 

31 . (Original) The computer program product of claim 30, further 
comprising a seventeenth set of instruction codes for determining from the 
digest of the media key block whether the media key block has been 
previously seen. 

32. (Original) The computer program product of claim 31 , wherein the 
seventeenth set of instruction codes requests the media key block from the 
media recording device if the title key decryption/encryption module 
determines the media key block has not been previously seen. 
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33, (Currently Amended) A processor-i mpiemented system for protecting a 
title key for a recordable media content in a secure distribution system, 
comprising; 

a content repository server creates an encrypted content/title key 
package by encrypting the title key along with the recordable media 
content; 

the content repository server transmits the encrypted content/title 
key package to a media recording device; 

a title key decryption/encryption module extracts an encrypted title 
key from the encrypted content/title key package; 

the title key decryption/encryption module obtaining a media key 
block and a media ID from a physical media; 

the media recording device transmits the encrypted title key, the 
media key block, and the media ID to a clearinghouse server by means of 
the title key decryption/encryption module , wherein the clearinghouse 
server does not pre-sfore the title key; 

the clearinghouse server decrypts the encrypted title key and derives 
a unique media key for the physical media; and 

the clearinghouse server then creates a re-encrypted title key by 
encrypting the title key with the unique media key, and transmits the re- 
encrypted title key to the media recording device to record on the 
physical media with the recordable media content. 

34. (Original) The system of claim 33. wherein the content repository server 
encrypts the recordable media content with the title key. 
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35. (Original) The system of claim 34, wherein the title key is a randomly 
selected key, 

36. (Original) The system of claim 34 wherein the titie key is encrypted with 
the recordable media in a manner agreed upon between a recordable 
media content repository and the clearinghouse server for processing the 
title key, 

37. (Original) The system of claim 36, wherein the title key is encrypted with 
a common key that is agreed upon between the recordable media 
content repository and the clearinghouse server. 

38. (Original) The system of claim 36, wherein the title key is encrypted with 
a public key that is provided by the clearinghouse server. 

39. (Currently Amended) The system of claim 36, wherein the title key is 
encrypted with a key obtained from a the media key block. 

40. (Original) The system of claim 36, wherein the content repository server 
transmits the encrypted content/title key package to the media recording 
device. 
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